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Identity theft

It is someone who pretends to be a real person using their name, photos, or accounts.

* They use a real person's identity.

Who is really on the T P i
other side of the screen?

Possible impersonation if...

* Messages or posts appear that you didn't write.
Not everyone on the internet is who * Passwords or logins are changed for no reason.

* Your photos are used on profiles that aren't theirs.
they say they are.

If you suspect impersonation.

* Change your passwords immediately.
* Save evidence (screenshots).
* Report the profile or if the passwords are not yours.
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catfishing

It's someone who creates a fake profile to start an online relationship.

* A fabricated or stolen profile.
* It's based on an emotional connection.
* It aims to manipulate, blackmail, or extort money.

Who is really on the
other side of the screen? Possible catfishing if...

% The relationship is progressing too quickly.
* Avoid video calls or in-person meetings.
% Ask for money, favors, or to keep the relationship a secret.

Not everyone on the internet is who
they say they are.

If it's catfishing

* Cut off contact and block them.

* Don't send anything else (money, photos, personal information).
* Save evidence and report it.



